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Navigating Chaos with Decisive Actions
When Every Second Counts

Let's start with a little exercise in imagination. Picture this scenario: You're doing your thing, and out of nowhere,
you get an alert. It's not just any alert—it’s the kind that makes you nervous. It's an alert about malicious activity.

You investigate, and your worst fears are confirmed: it's ransomware.

During the crucial hours, you'll be the one in the hot seat. Your stakeholders and leadership will be looking at you

for answers to questions like:

&

& O

Is our data secure? Can we recover? How long will it take?

If you're even a little unsure, then your job and your business are on the line.

Cyber recovery is not just an IT problem that can be solved by simply having backups; it's about the ability to
recover from an attack rapidly and reliably. This requires a fundamental change in mindset, moving away from
measuring and performing disaster recovery to optimizing for the fastest possible cyber recovery—to minimize
the impact of cyberattacks on your team morale, customer trust, and business revenue.

Let's face it—uncertainty isn't something we handle well, and we tend to shy away from thinking about

unpleasant future events.

We convince ourselves, “It won't happen to us.” But it's not a matter of IF.
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So, what can we do about the chaos that cyberattacks bring?

p Brace forimpact

Less-than-adequate preparation, like showing up to a rainstorm
with an umbrella, is just not enough.

Cyber resilience means preparing ahead of time, testing everything out, and executing plans flawlessly.

In this guide, we'll share what you might experience during the critical hours after a cyberattack. We'll unpack
what separates a quick and reliable recovery from a drawn-out disaster. We'll take a look at why what you already
have in place might not be enough, and most importantly, what it actually takes to bounce back with speed and
accuracy. And to wrap up, we'll share some tools and actionable insights to help you build a business case within
your organization and get the budget you need to put cyber resilience into action.
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The Aftermath of a Cyberattack

In the critical hours following the discovery of a breach, teams often scramble to assess the
damage, identify the time and scope, find clean data, and find ways to recover.

You can either be in where:

Chaos spreads

Teams are fumbling

Executives are chasing answers

Disruption is lengthy

A1 IR RESILIENCE MODE where:

You're calm and collected

You're well-prepared to take decisive actions
You bounce back

You restore business continuity

That is the difference between disaster and resilience.

A successful cyber recovery means you can:

Q Quickly pinpoint the affected systems
° Surgically restore operations and reduce reinfection risks
Q Minimize downtime

Q Maintain business continuity
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But recovering from cyberattacks is hard because
during the crisis, you'll face critical questions that sit
across IT, Security, and Compliance teams.
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Knowing where to find the answers quickly is essential for responding

and recovering from an attack and bringing your organization back up and
running. Your IT and security teams must come together to mitigate risks and
minimize the impact, and your CSOs and ClOs must be armed to demonstrate

cyber resilience to your board.
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Measuring and Reducing the Impact
of Cyherattacks

Cyber recovery demands a unique set of capabilities that go beyond traditional disaster or operational recovery
methods.

While disaster recovery focuses on getting systems back online after an outage caused by a natural disaster or
hardware failure, cyber recovery is about identifying attacks early and recovering from them quickly while ensuring

that the attacker is not reintroduced into the environment.

Two key metrics that you can use to reduce the impact of cyberattacks are:

Clean Cyber RPO
(Recovery Point Objective)

extends beyond traditional RPO
that focuses solely on minimizing
data loss. This metric ensures
recovery points are thoroughly
validated, scanned for threats,
and certified safe to restore.
This verification process is
essential for achieving true cyber
resilience, as it prevents the risk
of reinfection that can occur when
restoring from compromised
backups, ultimately reducing

extended downtime.

Cyber RTO
(Recovery Time Objective)

defines the critical timeframe within
which an organization must restore
systems and data following a cyber
attack. This metric balances
speed with security, focusing

on maintaining data and system
integrity throughout the recovery
process. Successful Cyber RTO
implementation requires quick,
decisive action for finding clean

recovery points.
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Cyber RTO is often lengthier than disaster RTO because the scene is often more chaotic and riddled with major
uncertainties and questions about what just happened, who was behind it, what they did, and how to be sure
they're completely out of the environment.

Here are a few challenges you might encounter that could slow down your recovery:

Impact Assessment

» You need to assess what's going on, where the attackers entered, whether or not they moved laterally,
how long they've been in the environment, and which data was affected.

Stakeholder Collaboration

» You'll need to assemble the right team and get started on the response.

Recovery Operations

e You will have to decide if you just need to replace a couple of systems and applications or if you need to
recover everything into a secondary recovery environment.
« If you don't know what was affected, you may need to restore everything to another recovery environment

and wait to see if malware starts to spread again.

« If your actual recovery process isn't automated, you still may run into unknowns that can compromise your
success or slow you down.

Compromise to alert Malware quarantine
Insufficient threat monitoring Manual effort to track, no guarantees

Assemble response team Cleanrecovery
No defined or practiced plan Manual efforts, lack of prior testing

Assess state of production Manual, estimated sensitive data discovery
Manual effort w/o robust consolidated view Lengthy, uncertain process

Prepare for next time
Document lessons and
implement improvements

Identify clean pointsintime
Repetitive recovery and scan process

¢« WEEKSTOMONTHS ———————————

A slow, inefficient cyber recovery timeline
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Building a Cyher Recovery Blueprint

Let's take a look at how you can create a blueprint that can be used in times of crisis.

Establish An Optimized Cyber Recovery Timeline

We've talked about what a confusing cyber recovery process can be like. But what if you could take your weeks-
or months-long recovery down to just hours or days? To accomplish that, you'll need to define all the necessary
steps required to restore systems and establish best practices with automation and collaboration.

Index-driven
historical loC hunting

Continuous anomaly Click-to-isolate
and threat detection w/ RBAC

Document Orchestrated recovery w/ automated tests
and practiced plan Detected and cataloged at backup time
Proactive reporting and remediation
Redundant
monitoring

Anomaly and threat detection and alerting

Sensitive data discovery and cataloging Applications

Continuous data and metadata analysis I I Restore

<— HOURS TO DAYS —

An optimized cyber recovery timeline
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Define Your Minimal Viable Business

An effective cyber recovery blueprint must prioritize the recovery of critical systems and data. This requires a clear
understanding of your Minimum Viable Business (MVB)—the essential functions that must be restored first to
maintain business continuity. By focusing on the MVB, you can make sure that you are directing resources towards

the most important systems and data during the recovery process.

04 Communication Plans
Establish protocols for
stakeholder communication

03 Emergency Response Protocols during crises.
Develop clear procedures

05 Data Protection and Recovery
Implement robust data
rotection measures.

for various disruptions. p
02 Required Resourcing 06 Testing and Drills
Identify minimum Regularly assess and improve
resources needed the plan through simulations.
for critical functions.

07 Scalability and
cnnE e

Ensure the plan is

flexible and can be

01 Critical Functions
Determine essential

value delivery functions.
scaled as needed.
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Find Your Clean Data

Finding clean data is the most obvious—but also most important—requirement for recovering from a cyberattack.
But ironically, it's also the most challenging thing to do.

This is why having cyber-resilient backups is a critical element of every recovery plan.

© airgap

noun COMPUTING

an absence of adirect or indirect connection between a computer and the internet, effected for
security reasons.

@ im-mu-ta-ble
[i(m)'myoodab(s)l,a'mycodab(a)i/
adjective

unchanging over time or unable to be changed.

BAGKUPS

© im-delible
[in'delab(a)l/
adjective

(of ink or a pen) making marks that cannot be removed.

Similar: (‘ineradicable ) inerasable ( ineffaceable ) unexpungeable ( indestructible )

«notable to be forgotten or removed.

First, you need to define what a clean backup is. Your most recent backup may not be clean, however. How do you
know you're not reintroducing the attacker’'s malware, the attacker’s back door, or their remote access tool?

WHAT IS GLEAN BACKUP?
o o o

Data Pre-Encryption Free from Free from
or Deletion Attacker Ransomware Attacker Tools

Recovering an attackers tools i.e. remote access, command & control
allows them to re-encrypt & re-ransom

The 3 essentials of a clean backup
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To find clean backups, you must be able to quickly identify indicators of compromise (I0Cs) within your backup
data. Many known malware families are defined by a unique HASH or YARA, so if you can't scan your backups for
a HASH as well as YARA, you won't be able to find a clean recovery point.

Beyond simply scanning backups, the next question you need to ask yourself is: How quickly can you scan them to
find the most recent clean recovery point?

This presents a daunting challenge, as you need to rapidly scan thousands of backups across multiple systems.

& X =

i.e. 1,000 Servers/VMs 30 Daily Backups 3,000 Backups!

, that would be 20 days!

Time to scan backups for IOCs

If you don't know whether you can rapidly scan your backups, you cannot truly communicate your cyber RTO to
your stakeholders or your board, and you won't be confident in your cyber recovery plan.

Initial Persistence &
compromise exfiltration

@

Determine scope
of attack, likely
source of
compromise,
find I0Cs &

Restore from

backup, isolate,

install agent,
scan to verify
clean, repeat...

Restore from
backup, isolate,
install agent,
scan to verify
clean, repeat...

quarantine

Restore from
backup, isolate,
install agent,
scan to verify
clean, repeat...

Restore from
backup, isolate,
install agent,
scan to verify
clean, repeat...

Reconnaissance & Malware &
lateral movement encryption

The downside if you can't find clean data
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This means if you can't find a clean recovery point, you'll experience prolonged disruption and uncertainty.

Once a clean backup has been identified, the focus shifts to recovering systems and data as quickly as possible.
This requires a well-defined and tested recovery process that can be executed rapidly. Automation plays a key
role in optimizing the recovery process, enabling you to restore systems and data at scale with minimal manual
intervention. Regular testing and refinement of the recovery plan are also essential to ensure that it remains
effective as the threat landscape evolves.
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Building a Business Gase

Cyber recovery requires collaboration and input from several stakeholders across the organization.

To secure executive buy-in and budget for a cyber recovery solution, your IT and security leaders must be able
to articulate the potential impact of a cyber attack on your organization. This requires quantifying the financial,

operational, and reputational risks associated with prolonged downtime and data loss.

You need to be explicit about the potential risks to business operations in terms of downtime and the cost
associated with it. One approach is to calculate the average cost of downtime for your organization and multiply
it by the expected duration of an outage in the absence of a robust cyber recovery solution. This can help to
illustrate the potential financial impact of an attack and the value of investing in rapid recovery capabilities.

for Manufacturing

AVERAGE OUTAGE

IlllE Tﬂ A for Healthcare
RANSOMWARE ATTAGK

for Government

The average length of time for an outage by industry

for Manufacturing

AVERAGE GOST
OF DOWNTIME for Healthcare

for Government

The cost of downtime by industry
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You also need to keep in mind that the impact of an attack may not happen all at once. While downtime and a
damaged reputation might be priority concerns, communicating downstream effects—such as regulatory fines,
lower quality service, legal settlements, higher cost of capital, and employee turnover—can affect your ability to
bounce back in full. Communicating those concerns can go a long way in proving the risks associated with not
investing in cyber recovery.

UNDERSTANDING IMPAGT IMMEDIATE IMPACTS

10% Downtime/Outage = 20% lost revenue
Overtime staffing, public relations
Ransom, public relations

DOWNSTREAM IMPAGTS

Remediation costs
Legal fees

Customer notification
Regulatory fines

Legal Settlements

Insurance premium increases

Permanent loss of customers to other providers
Increased cost of capital

Loss of funding and contracts

High employee turnover

The immediate and long-term impacts of inefficient recovery and extended downtime

By framing cyber recovery as a strategic imperative rather than just an IT issue,
leaders can build a compelling investment case.
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What Now?

The threat of cyberattacks is not going away anytime soon. If you want to do more than just survive the next one,
you must recognize that cyber recovery is hot a one-time event but an ongoing process that requires continuous

vigilance and optimization.

Don’t wait until it's too late.

@ to see how you can start building your own blueprint.
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https://www.rubrik.com/contact-us

The Rubrik Approach to Gyher Recovery

Rubrik offers a comprehensive approach to cyber recovery that aligns with the key capabilities and features

outlined in this ebook.

Data Protection
Rubrik protects your data from insider threats or ransomware with air-gapped, immutable, access-
controlled backups.

7 Preemptive Recovery Engine
VA This engine performs the necessary prework to identify clean recovery points—before a cyberattack

© @ © 0O

occurs.

Enterprlse Cloud SaaS Identlty
Time-Series Data
Data Scans
File Indexing File Hashing Identity Attributes
a Sensitive Data Anomalies File Permissions
i
= ! z
< <
w
x Metadata
=
Sensitive data in this file? What is the workload? Access to sensitive data?
File known to be malicous? Which environment? Access behavior?
Anomalous behavior? Permission changes?

Preemptive Recovery Engine

Identify clean recovery points Monitor user access and
with pre-computed hashes permissions updates
Understand sensitive Recommend clean recovery points
data exposure in orchestrated recovery plans

Recovery Simulation
Improve your cyber readiness and incident response by creating, testing, and validating your cyber

recovery plans in isolated environments.
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Anomaly Detection
Assess the attack scope and impact by identifying the point of infection and quickly pinpointing infected
applications.

Threat Monitoring
Proactively and continuously scan backups for the presence of IOCs based on intelligence from Google
Mandiant and Rubrik Zero Labs.

Threat Hunting
Scan thousands of backups in seconds across all environments, checking against precomputed hash
rather than relying on time-consuming file-by-file scans.

Threat Containment
Isolate infected snapshots and reduce the recovery risk of reintroducing the malware into the environment
during a recovery operation.

Recovery Orchestration
Execute pre-validated recovery plans with the necessary resource mapping for a clean, rapid, and reliable
recovery—prioritizing critical applications first to minimize disruption

Incident Response Support and Artificial Intelligence
Rubrik Ransomware Response team and Ruby Al companion provide you with the support, guidance, and
expertise in turning a cyber crisis into your finest resilience story.

‘..‘0’., One Platform, Complete Response
"8¢8" Rather than navigating 4-7 different tools during a crisis, Rubrik delivers the entire recovery journey
in one unified workflow—eliminating handoffs that waste critical response time. Detection of
anomalies can trigger threat hunting from the same interface, allowing for the pinpointing of infected
systems, quarantining of malware, and identification of clean recovery points—creating a continuous
response flow.
a®h. b -k Rubrik (NYSE: RBRK) the Security and Al company, operates at the intersection of data protection, cyber resilience
z’.’. rU rl and enterprise Al acceleration. The Rubrik Security Cloud platform is designed to deliver robust cyber resilience and
o recovery including identity resilience to ensure continuous business operations, all on top of secure metadata and data
lake. Rubrik’s offerings also include Predibase to help further secure and deploy GenAl while delivering exceptional
Global HQ accuracy and efficiency for agentic applications.
3495 Deer Creek Road 1-844-4RUBRIK For more information please visit www.rubrik.com and follow @rubrikinc on X (formerly Twitter) and Rubrik on LinkedIn.
Palo Alto, CA 94304 inquiries@rubrik.com Rubrik is a registered trademark of Rubrik, Inc. All company names, product names, and other such names in this
United States www.rubrik.com document are registered trademarks or trademarks of the relevant company.
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